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asic Advanced 



Tor Status 



The Tor Software is Running 

You are currently running version "0.2.2.33 (git-8522652d8e9213d4)" of the Tor software. 




20:27:23 




20:27:23 



Your Tor Software is Out-of-date 

You are currently running version "0.2.2.33 (git-3522652d8e9213d4)" of the Tor software, which is no longer 
recommended. Please upgrade to the most recent version of the software, which may contain important security, reliability 
and performance fixes. 
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Warning 

WnHrp 



Tor vO.2.2.33 (git-8522652d8e9213d4). This is experimental software. Do not rely on it for ... 
Initialized libevent version 2.0.1 4-stable using method Win32. Good. 
Opening Socks listener on 127.0.0.1:9050 
Opening Control listener on 127.0.0.1:9051 

Based on 1 000 circuit times, it looks like we don't need to wait so long for circuits to finish- 
Parsing GEOIP file AData\Tor\geoip. 

OpenSSL OpenSSL 1.0. Oe 6 Sep 2011 looks like version 0.9.8m or later; I will try SSLJDP... 
I learned some more directory information, but not enough to build a circuit: We have no re.., 
New control connection opened. 
Bootstrapped 5%: Connecting to directory server. 
Bootstrapped 10%: Finishing handshake with directory server. 
Bootstrapped 15%: Establishing an encrypted directory connection. 
Bootstrapped 20%: Asking for networkstatus consensus. 
Bootstrapped 25%: Loading networkstatus consensus. 

We're missing a certificate from authority with signing key 845CF1D0B370CA443A8579D1... 
Please upgrade! This version of Tor (0.2.2.33) is not recommended, according to the direc... 
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Celestra (£3Tjfoe) 

Location: Uhted States 

IP Address: 75. I £fi . I S2, 109 

Platform: Tor 0. 2 .2 .33 (ojt-56 1 E2e2e9be4c477) on Linus xfi6_64 

Bandwidth: 17.12 TO/s 

Uptime: 14 days 51 mrs 31 sees 

Last Updated;2Qll-lO^] 02:10:39 GOT 



Lai at mii: LPrrted StitCS 

IP Address: 209 .Zll .20&.S4 

Platform: Tex 0,2, 1 ,30 on Limx 1686 

Bandwidth: 32.00 KB/s 

Uptime; I ] dft/5 6 nOurS 34 ffWtt IS SMS 

Last Updated; 201 L -10-31 07r45r36GMT 



oilsrvi (Onfr\e) 

Location: Switzerland 

IP Address: 62. 220. 1 36,253 

Platform: Tor 0,2.2,34 (q*-c55c 166e73dS00af ) on Lhux x86_64 

Bandwidth: 5,12 MB/s 

Uptime: 4 hous 24 mns 52 sees 

Last Updated: 201 1-10-31 14:59-38 GMT 
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Tor Land 3 (Qntine) 


Location: 


Germany 


IP Address: 


188.133.83.130 


Platform: 


Tor 0.2.3.7-at»h3 (tf>a1a443G+422I74d9) on Linux x86_64 


Bandwidth: 


5.65 mb/s 


Uptime: 


9 hours. £1 mins 40 sees 


Last Update 
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■1:2011-10-31 08:17:54 GMT 
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93,182432403 



Platform: Tor D.Z.3,fr-aHu f*t-47ofhSlOblf*WcZ) on Linux xBfc_&4 

Bandwidth: l9.*5MBfs 

Uptime: 1 6 hou-s 59 ruins 4 1 sees 

Last Updated: 201 1 -10-31 00:38:46 GMT 
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Celestra (CfoJfoe) 


Location: 


Uh*ed States 


IP Address: 


75.12fi.iaZ109 


Platform: 


Tor 0.2.2.33 (gjt-561 22B2e9be4c477) on Linux x86_64 


Bandwidth: 


17,12 ITO/s 


Uptime: 


14 days 51 nwis31 sees 


Last UpdateikZQlMO 3! 02:10:38 GMT 


ElCheapo (Online) 


Location: 


Urrfed States 


IP Address; 


209.234.206.W 


Platform; 


Tor 2 J, 30m Linux i6B& 



Bandwidth! 32>MK3/s 

Uptime; 1 I day* C hO<J* 5*1 mm* IS SG« 

Last Updated 201 L 10 31 07:45:36 GHT 

oWtrvl iOnfae) 

Location: S-wftzerland 

IP Address: 6Z220.136.2S3 

Platform: Tor 0.2.2.34 (Di:-cSScl66e73dS0Oaf } on Linux kS6j&4 

Bandwidth: 5, 12 ME/* 

Uptime: 4 hours 24 rnms 52 sees 

Last Updated: ZOli-LC 31 14:59:38 GMT 
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shawnthesheep (Qa&ie) 

Location: Germany 

IP Address: | 188.40.33.217 | 

Platfojjw< Tor 0.2.1.31 (git-3435cd95d2acc0c2) or 

Linux i686 
bandwidth: 100.00 KB/s 
Uptime: 9 hours 37 mins 58 sees 

Last Updated: 201 1-1 1-01 01 :05:55 GMT 
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ExcludeNodes 



:«*j* 



Excl udeNodes 



:*jfi 



node , node , ... A list of identity fingerprints, nicknames, country codes and address j 

By default, this option is treated as a preference that Tor is allowed to override in 

Note also that if you are a relay, this (and the other node selection options below) < 






StrictNodes j^u UjjL» <^$% j 

Aj^Sj CJU^aj j f LujJ j JjJ JljSI ^JC- j>»V) l$J^ J 



ls& CEJ^ J 



Jii* 



:->j* 



ExcludeNode {US} , tatacattiva , 158.36.25.4 
StrictNodes 1 



ExcludeExitNodes 



:-*j* 



ExcludeExitNodes node, node,... 



A list of identity fingerprints , nicknames, country codi 



Irfi £jjiJ! Jfe o^ JjlLV) ^ jjSII jt*b ^ jL jH\ ta 
Aj^Aj CJLu^aj j f LujJ j JjJ JljSI ^ ja$\ £ jjaj j 



f., ♦ ♦♦ 



j^VI ^ AajAaJI .aM ^^nii £| ^jSaa!) <> j <^jj! l)jjU& j 
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4aj^4 £x£L* ExcludeNodes </ £j«*«< s^ ^i 
ExitNodes *Ua*!>L ^ jfci j >Ai 1 2* J ^ ji^ 
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ExcludeExitNodes {US} , tatacattiva , 158.36.25.4 
StrictNodes 1 



ExitNodes 



^j* 



ExitNodes node , node , ... A list of identity fingerprints,, nicknames, country codes and ad< 

Note that if you list too few nodes here, or if you exclude too many exit nodes with 1 

Note also that not every circuit is used to deliver traffic outside of the Tor networl 

The ExcludeNodes option overrides this option: any node listed in both ExitNodes and 1 

The .exit address notation, if enabled via AllowDotExit , overrides this option. 



4-l*3j c^Lu^aj j f La^j j JjJ JJjSI ^jp j>»VI ^J^ J 
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J&4 




EntryNodes 



:^ 



EntryNodes node , node , ... A list of identity fingerprints, nicknames, and country codes o. 

The ExcludeNodes option overrides this option: any node listed in both EntryNodes and 
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